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1 Document Change History

Version Date Changes

1.11B 28/2/09 | Updated table of locally generated event messages
to reflect latest software release

1.11A 14/8/07 | Update for Version 1.11 release. New features:

o Visual verification

o Background polling of backup paths

o Alarm forwarding

o Additional reporting options to ARC

° TCP/IP link to ARC

1.7B 14/7/06 | Guide to system menus included.

Guide to sizing IP link to diallers.

Description of operation of dialler remote
management and remote voip connection for
upload/download of panel.

Added IP port numbers used by IRIS system.

1.7A 31/1/06 | Added description on new Polling Engine Group

function.
Added O6Getting Started©o
Added recommendations about archiving.

Added zone number for IRIS dialler panel interface
trouble/restore.
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2 Introduction to the IRIS Management Suite

The IRIS Management Suite acts as the interface between an IP network and the
ARC for support of remote Alarm Panels connected to the IP network via Chiron
IRIS diallers.

The IRIS Management Suite is a set of software functions running on standard PC
hardware platforms, and consists of:

¢ Polling Engines (as many as required), communicating with remote IRIS
diallers and signalling to the ARC via a standard serial interface using
industry standard message formats.

e Management Console (single device) that holds the database for the full
system and distributes this database to the Polling Engines as required.
The database can either be updated locally on the Console via a GUI or
remotely from the ARC via a data file interface.

All parts of the IRIS Management Suite have a GUI and much of the interface is
self-explanatory. This document provides additional information for the user
regarding the main features of the system.
Note:
This document contains some paragraphs that describe aspects of the
system where the operator should take particular care. These paragraphs
are identified by Csatuaritoinmbg with the wor

This document relates to IRIS Management Suites from Version 1.11 onwards.

Also note that some features operate only with more recent versions of IRIS
diallers. This is as follows:

Feature Compatible versions of IRIS diallers

Extended polling times V2.12 onwards

Remote call for upload/download of V2.13 onwards
panel via IP gateway

Remote IRIS dialler management V2.8 onwards

Panel interface short/open detection | V2.8 onwards

Pin alarm input short/open detection | V2.12 onwards

Background polling of backup routes | V2.16 onwards
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3 System Sizing

There are a number of factors that should be considered when sizing an IRIS
Management Suite system.

The details below are based on the assumption that the main system activity is
diallers polling into the IRIS Polling Engine and that the amount of alarm traffic
(even at peak levels during opening/closing periods) is not significant.

1) Polling Engine PC platform performance.

In practice any medium spec PC platform (e.g. 2.5 GHz processor with
512Mbyte RAM) will be adequate, providing it is dedicated to this
application. Chiron have successfully tested such a system running with a
simulation of 5000 remote diallers polling at 30s intervals.

It is recommended that a Windows Server platform is used
2) Disk capacity.

This is really only of significance to the storage of IRIS log files, in which all
activity including all polls and alarm messages are recorded.

Typically a daysdéd |l og file for a system
intervals will be about 40Mbyte.

It is recommended that log files should be regularly archived to another
medium so the amount actually held on a Polling Engine at any one time is
minimised.

3) Speed of the IP link into the Polling Engine.

In practice this is most often the main system bottleneck. Each poll requires
the transfer of about 250 Bytes (2000 Bits) of data in each direction. Ideally
the link should be symmetrical in bandwidth (i.e. same speed in both
directions), or at least the sizing should be based on the bandwidth available
on the lowest speed direction.

Each alarm transmission also requires the same amount of data transfer,
but typically the number of alarm transmissions is extremely small compared
to the number of polls. Hence alarms are not normally significant in sizing
calculations.

The diagram below shows the bandwidth (in K bits per second)
recommended for different numbers of diallers, depending on the polling
frequency. Note i this assumes that the number of alarm messages is not
significant, as noted above.
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4 Getting Started

Setting up the IRIS Management Suite is very easy. All software required is
contained on a single CD and is installed in the normal way by running the
setup.exe applications on the CD.

4.1 Installation

The software that should be installed is the IRIS Console (single instance) and the
IRIS Polling Engine (on as main hardware platforms as required).

It is recommended that the program files should be installed in the default locations
(C:\Program Files\IRIS Console and C:\Program Files\IRIS Polling Engine).

When the IRIS Console sends an updated database to the Polling Engines, it
copies the appropriate files into IRIS Polling Engine directories. It is therefore
important that within the operating system, outside of the IRIS application software,
the correct access mechanisms and permissions etc. are in place for a file to be
copied from the IRIS Console directory to the IRIS Polling Engine directories.

It is recommended that this is tested (e.g. by using Explorer) before the IRIS
System is configured.

4.2 Setting up the Licence

A licence to use the IRIS Console is enabled by Chiron Security Communications
providing a Licence Key that determines the number of remote IRIS diallers that
can be set up in the database and the duration of the licence.

The Visual Verification function of the IRIS Management Suite is licensed
separately and determines the number of remote diallers with Visual Verification
support that can be connected.

Alternatively, a demonstration mode can be entered whereby the system will
support up to 5 IRIS diallers for a three month period.

When first running the IRIS Console, a licence window will be automatically
presented. It can be accessed again from the system configuration window should
a licence upgrade or renewal be required.

The licence window is as shown below:
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= RIS Licence

Product ID: L
Program Selection:
For new licence, send Product |D to Chiron (can Copy to Cliphoard)
" Iris Management Suite
M |?V3P - [BKGa - |SXFN ) |BZER ) |FMBN1 @ Iris Demonstration
System Licence Key:
Enter Licence Key obtained from Chiron (can Paste from Clipboard) Number of Diallers: [
Paste e Enter Days Remaining: [ ©
System Licence Status:  |valid Expiry Date: |11,08/2007
Picture Licence Key:
Enter Picture Viewer Key obtained from Chiron (can Paste from Cliphoard) Number of Diallers:
Paste | - - | - | - | Enter Days Remaining: ’—
Picture Licence Status: Expiry Date:
S Iris
CHIRON wetkching for you

The user should:

Select Al RIS Demonstrationo, or
Contact Chiron with the Product ID shown. Chiron will respond with a System
Licence Key that should be entered into the fields shown. This will enable the
system for the number of diallers and time period agreed.

If Visual Verification support is also to be enabled, a separate Picture Licence
Key will also be issued and this should be entered as well.

Clicking on the OK button sets up the licence and the main IRIS Console window is
displayed.
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4.3 Setting up the System via the Console

All system parameters and information about the diallers are held in a database on
the I RIS Console, so this has to be set
configuration windows and these are described in detail below.

Part of this setup is to tell the Console the network addresses of the Polling
Engines, so that it knows where to send the database files.

Once the setup is complete, or has been changed, it should be downloaded to all
the Polling Engines and there are buttons within the configuration windows to do
this.

The successful transfer of the database to the Poling Engines is reported on the
main windows of the Console and all the Polling Engines. It is recommended that
on the first download all windows are checked to ensure that this transfer has
happened properly. Subsequently it should only be necessary to check on the
Console itself.
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5 Console and Polling Engine Windows

This section gives an overview of the functionality of each of the windows used for
viewing system operation and setting up the system and dialler database.
Subsequent sections give more detail on the operation of specific features of the
IRIS system.

In general the Console and the Polling Engines use the same window format.
Howeverinmostcases confi guration parameters and d
outd on the Polling Engine windows and can
all changes must be done via the Console. This ensures that there is only one

master database and there is no possibility of different devices getting out of step.

On the Polling Engines some windows do contain information (e.g. dialler current
status) that is specific to that Polling Engine only and not available on the Console.
These are explained in the window descriptions below.
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communICanons

The main windows of the Console and the Poling Engines are as shown below:

Console:

=i RIS Console version 1.12.0

Diallers: 1 of 1 shown

1234

11/08/2007 16:29:12 Iris: Started
11/08/2007 16:29:14 Iris: Licence expires in 0 days
11/08/2007 16:32:53 Iris: Licence expires in 0 days

Display Filtering:

Diallers —| Show

b=l

¥ Poll Overdue
¥ Comms OK

¥ Comms Fail

o ®Irls
I Poll OK

weatiching For you

[cacor,

()

~ Bt

Connections:

System:
Dialler:
ARC:

=i RIS Polling Engine version 1.12.0

Diallers: 1 of 1 shown

\ 1234

.

ARC messages:

@ \\\p

Poll Overdue/Comm Fail  Poll Overdue/Comm 0K Poll OK/Comm Fail

Poll DK/Comm DK

11/08/2007 16:38:39 Iris: Started
11/08/2007 16:38:44 Iris: Configuration updated from console
11/08/2007 16:38:44 Iris: Diallers file updated from console

() .

Display Filtering:

Disllers v| Show

e

¥ Poll Overdue
¥ Comms OK

[¥ Comms Fail

O

¥ Poll OK

vaciching For you
o

~& Eit

Connections:

System: [|igtening
Dialler: [Onfne
ARC: [Ligtering

O

IRIManagement Suite
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Item Purpose Description

1 Dialler database display Shows all diallers or remote stations (for alarm
forwarding) in database for group selected in Item 4.
Double click on this area to enter dialler/station
configuration window.

On Polling Engine each entry is colour coded to show
current status and the display can be filtered by status
criteria as selected in Item 4.

2 ARC messages display Polling Engine only. Shows messages sent to ARC via
serial data or TCP/IP link.

3 Monitor display Shows activity for this device (Console or Polling
Engine). Can be configured to show all activity or only
exception conditions (e.g. poll overdue).

4 Dialler display filter Selects whether Diallers or Stations (for alarm

selection forwarding) are displayed.
Selects which Group of diallers is displayed.
On Polling Engine can also be used to filter display by
dialler status.

5 Access system Click to enter system configuration windows.

configuration windows

6 Show connections Only applies to Polling Engine. Shows status of IP link

status to diallers and serial link to ARC.

7 Clears adjacent display The display is cleared but the information remains

within the log file.

IRIManagement Suite
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System, Console and Polling Engine configuration windows are accessed by
clicking on the Edit Config button in the main window. This brings up the
Configuration Selection window shown below.

= [RIS Configuration Selection g@@
Selection:
Select This
Entity: System Console configuration: Entity:
v => ‘System Console O '\
Polling Engine configuration:
R N

4—* ﬂ |Polling Engine 01

O

\\’ =2 ‘Pollmg Engine 03
dl

o

O -

| j ‘Pollmg Engine 02

O <—

e
. => ‘Pollmg Engine 04 O

Picture Viewer configuration:
Ly = ‘Plcture Viewer @]

Close Options:

| Close & Update Polling Engines | Close (no update)

ANZ
0

Item Purpose Description
1 Select which device to Click on appropriate button to select what is to be
configure configured.
2 Shows which application | The indicator is highlighted in blue for the application that
is being accessed the user is currently accessing.
3 Select Picture Store This determines the set-up of the picture stores used by
configuration the Polling Engine when a visual verification image is
received. Note 7 unlike most other configurations this is
set on the Polling Engine itself, rather than on the
Console.
4 Close options Applies to Console only. Remember that any changes
will not be distributed to the Polling Engines unless the
Update Polling Engines option is selected.

IRIManagement Suite
Technical Guide V1.B1
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=, [RIS System Console Configuration

CHIRON

X

Console:
Monitor: Normal = IP Address - System Link: Lice
Polling Engine Pairs: Network Supervision:
A B DIALLER LINK:
\‘b [Nane = «=> |None Timeout: lﬁ————
|Nane o «=> |None Soft Start: o
SYSTEM LINK:
Poll Overdue Margins: llimeout:
@ — Fixed (when above or equal to threshold): il seconds Soft Start:
Threshold (for choosing fixed or % margins): |gq seconds
Percentage {when below threshold): ,W % %E T Cancel
\ I
Iltem Purpose Description
1 Determines what is 6Al 1 6 selects everything.
displayed in Console being displayed.
Monitor window
2 Pairs Polling Engines This setting is not essential, it just aids selection of main
and backup Polling Engines on the Dialler Configuration
window.
3 Set poll overdue Single setting that applies to all Polling Engines. See
margins further description in section below.
4 Open Licence window Console only. Opens the Licence window to show
current licence or to update licence.
5 Sets up dialler link fail Enables detection of failure of the IP link from the
detection diallers. See more details in Main IP Link Failure
Detection section below.
This must be set to prevent an IP link failure
resulting in multiple poll overdue events.
6 Exit options Applies to Console only. Remember that any changes
will not be saved unless the correct option is selected.

IRIManagement Suite
Technical Guide V1.B1
28/2/09

Page 15



CHIRON

5.4 Polling Engine Configuration

@ \ = IRIS Polling Engine Configuration

Details:

A
\ Engine Name: ‘Pnnmg Engine 01
>

<
IP Address - For Diallers: | 4——"" @

Group Number: o IP Address - For System: [
g Monitor:  [Nommal =
Network Location:  [CiProgram Files\IRIS Folling Engine 1-1 Browse - crmal = ﬂ-—\

Polling: 3
» .
Accept: Owen diallers = Alarm Emulation:  [SurGard MLRZ

General I Alarm Forwarding:

ARC messages:

Alarm Reports: [Mormal

To Station
\ Main:  [Nane

Backup: [Nane

Serial Rack Number: ]

ion: ri =
o Serial Baud Rate:  [3600 B
Serial Com Port: Mane B

System Codes:  [Comms Trouble/Restare = NT/NR

Line Number: [Determine o by Diallel

S o
= <—
System Account: |uuuu ‘__
——
=]
System Reports:  [Narmal = <
= —
Ao

IP Address: Save Cancel | =~
»
IP Port Number: 55372 \ /

Iltem Purpose

Description

1 Polling Engine name

Free text field.

2 Sets Polling Engine
Group number within
which this Polling

See Grouping Polling Engines section below for
description of Group function.

accept polls from

Engine sits
3 Polling Engine network Tells the Console where to send the database files for
location this Polling Engine. Use the browse facility and click on
the IRIS Polling Engine.exe icon.
If this field has no entry, the Console assumes this
Polling Engine does not exist and does not try to send it
the database.
4 To tell which diallers to Normally set to 60Own Diall

is the main Polling Engine, so that polls overdues are
only reported to the ARC from one Polling Engine. This
prevents possible confusion in the ARC if a dialler
temporarily polls into its backup Polling Engine due to
some transient IP network problem.

In the event of the main Polling Engine completely failing,
this can be set to O6Al1l Di
Polling Engine now reports any poll overdues and keeps
the ARC updated.

IRIManagement Suite
Technical Guide V1.B1
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5 General alarm Tells Polling Engine whether to forward alarms which are
forwarding not dialler specific. See Alarm Forwarding section below
for more detail.
6 ARC link connection Determines which connection type to be used for
type forwarding alarms to ARC:
Serial
TCP/IP
7 If serial link to be used,
sets up serial port
parameters
8 If TCP/IP to be used
sets up destination IP
address and port
number
9 Dialler link IP address This is the IP address that will be sent to any dialler that
is told to use this Polling Engine as its main or backup. If
the Polling Engine sits behind an address translating
gateway or firewall, this
on the other side of the gateway.
Note i the facility to validate this address by making a
test call to the address entered is automatically offered.
Caution 7 it is vital that this address is correct or
diallers may not be able to communicate with the
system as required.
10 Determines what is 0Al 1 6 selects everything.
shown in the Polling being displayed.
Engine monitor window
11 Sets which type of For compatibility with existing ARC software, the Polling
PSTN receiver the Engine emulates industry standard PSTN receivers on
Polling Engine emulates | the serial interface. The options are:
. Surguard i MLR2
. Radionics i D6600
. Transparent i text only, e.g. for printer
12 Timestamp format Selects whether a timestamp is added to the message
sent to the ARC
13 Sets the account System events, which are not dialler specific, such as
number used for dialler link fail are reported to the ARC on this account
reporting system events | number.
14 Determines format of Messages for poll status changes or comms status

messages sent to ARC
for events such as Poll
Overdue

changes on the diallers are sent as SIA event messages
to the ARC. Optionally a SIA text message can also be
sent as well for each event, in various formats.

See ARC Interface section below.

IRIManagement Suite
Technical Guide V1.B1
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15 System codes Determines SIA event codes used for sending system
messages (e.g. poll overdue, comms failure) to the ARC.

As SIA codes for these types of events can be
ambiguous, this allows any potential clash with message
types already in use by the ARC to be avoided.

See ARC Interface section below.

16 Line card number The line card number sent as part of the Surguard or
Radionics format message to the ARC is determined by:

1) The dialler - as set on the Dialler Configuration
menu. This allows diallers that need different alarm
processing (e.g. SIA and SIA Hex) to be differentiated to
the ARC.

2) The comms path trouble/restore that is being
reported. Some ARC software uses Line Card number to
determine which comms path is being reported.

See ARC Interface section below.

17 Set rack number to be Messages sent to the ARC in Surguard and Radionics
used for this polling emulations include a rack number and line card number.
engine on ARC serial The Polling engine always sets line card 1 and the rack
interface number can be set from 0 to 63.

18 Exit options Remember that any changes will not be saved unless the

correct option is selected.

IRIManagement Suite Page 18
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5.5 Picture Store Configuration

L EX

= [RIS Picture Store Configuration

Details:

Store Selection: |

Reporting: =

Main Store:

eference; for first picture

Store Name: |M

ain Picture Store

MNetwork Location: |

Backup Store:

Browse 44— @

Store Name:

|Eackup Ficture Stare

d
<

©

Network Location: |

Save

Browse ‘}\@

Cancel

N/
()

This window is configured within each individual Polling Engine (rather than from

the Console) and determines

the naming format and storage location(s) for any

Visual Verification images received.

See Visual Verification Support section for more details.

Item Purpose Description
1 Picture naming format Determines how pictures are named as they are received.
See Visual Verification Support section below.
2 Main picture store name Free text field for the name of the main picture store.
3 Main picture store network | Tells the Polling Engine where to send the image files when received.
location Use the browse facility and enter a folder name as required.
If this field has no entry, the Polling Engine assumes this Polling
Engine does not exist and does not try to send it the database.
4 Backup picture store name
5 Backup picture store Tells the Polling Engine where to send the image files when received.
network location Use the browse facility and enter a folder name as required.
If this field has no entry, the Polling Engine assumes there is no
backup picture store.
6 Close options Remember that any changes will not be saved unless the Save option
is selected.

IRIManagement Suite
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5.6 Dialler Configuration and Information

The Dialler Configuration and Information windows are accessed by double clicking
on the dialler database display area on the main window. Information relating to
the particular dialler on which the pointer sits will be displayed.

The windows are split into four, selected by tabs at the top of the page:

General 1 standard configuration features

Advanced i special configurations

Forwarding i alarm forwarding controls

Trace T extract information for this dialler from Polling Engine log files

These windows are used to add a new dialler, prior to installation, or to
subsequently modify a dialler set up.

Dialler status can also be viewed.

It is important that the dialler is setup prior to installation or the installation process
will not complete successfully.

5.6.1 Dialler General Configuration Window

= IRIS Dialler Configuration

Selection Tabs:
GENERAL

Details:

(. General 7

@)
N\

Advanced | Forwarding |

EEX
Trace | @
/

Accountf Name: [1234

Select Group:  [g -] Moveto Groy: [o
»

] Description:

W

Security:

Relays (tick = ON):

Security Key: |

Relay: A B rc D

Last Valid Key: |

Polling:

Monitor:

Comms: [TISDN [~ PSTN

W ETHERNET I~ GPRS«/ @

IP Main: [Penai

|

OO0 W
\

Activity: ¥ Poll " Panel [ Pininputs [ Camera

Ei

»
IP Backup:  |Panel

period units

> intervel: [z seconds ~
Auto-Database:
LV auentity: |0 Add
Individual Dialler:
Save

E

Status (tick = OK):
Comms: I~ r r r

Line
Number: ’]7 Activity: r | | |

Edit Menu:
& Edit dialler Apply profile

e
Edillpioflo = | 1o this dialler

Remove

Close Options:

Delete

Close & Update Polling Engines

Close (no update) ‘

©

V/

IRIManagement Suite
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ltem Purpose

Description

1 Selection tabs for the
window required

2 Gives dialler unique Free text field. This information is also required by the installer
identification within its so it can also be set up in the dialler.
group
This window has a scroll button to allow any other dialler in the
database to be selected.
3 Sets Polling Engine See Grouping Polling Engines section below for description of

Group number within
which this dialler sits

Group function.

4 Move dialler to a
different group

5 Security key

Free text key that secures communication between IRIS dialler
and Polling Engine, providing both authentication and encryption
of messages.

The key can be changed at any time and the new key will be
uploaded to the dialler when it next polls in.

The Last Valid Key field shows the actual key in use by the
dialler. Note this field is only refreshed when this window is
opened.

For maximum security it is recommended that the key length
should be 32 characters, each dialler has a unique key and all
keys are changed regularly.

6 Set main and backup
Polling Engines for this
dialler

See section below for more details. Can be changed at any time
and changes will be sent to the dialler when it next polls in.

7 Sets polling interval

Note that extended polling intervals (above 40 minutes) are only
supported by diallers version 2.12 and above.

8 Line card number

Alarms sent to ARC for this dialler are reported with the Line
Card number within the Surguard or Radionics protocol on the
serial interface.

See ARC Interface section below.

9 Automatically adds more
database entries

Database entries will be added in incremental numerical order
from the one displayed. All parameters (security key etc) will be
the same.

10 Save or delete dialler

Save current dialler settings or delete current dialler.

Note i if Save is not selected then any changes will be lost.
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11 Free text area for For reference only, e.g. site details, customer details, key holder
description of dialler info etc
12 Dialler relay control Control (set or unset) for diallers with relays. The relay will be
changed to the requested state when the dialler next polls.
13 Sets which dialler ISDN: Dialler interface to ISDN line.
interfaces are monitored
so that status changes PSTN: Dialler interface to PSTN line.
are reported to ARC as
Trouble/Restore. Ethernet: Dialler interface to Ethernet.
GPRS: Dialler interface to GPRS network.
Panel: Dialler two wire interface to panel, short or open circuit
detection i note this requires sense resistor to be fitted at the
panel end of the connection i see IRIS Dialler Installation Guide-
applies to diallers version 2.8 and later.
Pin Inputs: Dialler pin input short or open circuit detection - note
this requires sense resistors to be fitted at the remote end of the
input lines i see IRIS Dialler Installation Guide 7 applies to
diallers version 2.12 and later.
Camerai for diallers with video verification support, report
failure to communicate with an associated camera.
Note - the actual interfaces available on a dialler depend on the
actual dialler type (IRIS 800, 840 etc).
14 Shows current dialler Applies to Poling Engine only. Shows status irrespective of
interface status whether the monitoring boxes (as above) are ticked.
This information is only refreshed when this window is opened.
15 Edit dialler or profile Option to allows definition of a default profile which can be
applied to new or existing diallers to make setup easier.
16 Exit options Remember that any changes will not be loaded into the Polling

Engines unless the Save and Close and Update Polling Engines
are clicked in that order.
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5.6.2 Dialler Advanced Configuration Window

O —

. IRIS Dialler Configuration =1l
ADVANCED
Security: PSTN Call Confirmation
localon: : New Dialler, Main Receiver Number:
I Re-Load
Update: : Parameters Backup Receiver Number: A/
Background Comms Checking: oo -~ el @0 e /
Regular Checking Interval: |5 days - PSTN Receiver: I Enable as receiver 4T |
N Remote Access:
Retry Checking Interval 0 e y—
v Roquest | |
Additional PSTN Checking: Sent by: '
period units Y- ‘ND”E hd
Line-In-Use Duration T IPaddress: [ =
Diaktone Checking Interval: [ de - Information:

IP address of Dialler:

——

O

@ e st [
- |none hd Pictures
Auto-Database: Edit Menu:
e (O T o — @ Editdialler  © Edit profile my [ Aophpaiic)
Individual Dialler: Close Options:
M w Close & Update Polling Engines Close (no update)
Item Purpose Description
1 Background This enables periodic polling of all secondary communication paths
communications path (primarily GPRS) so that they are regularly checked even if the main
checking path (typically Ethernet) is fully operational. Parameters define check
interval and retry interval if the poll is not successful.
Set to 0 to disable.

2 Additional PSTN checks For those diallers that support the PSTN Call Confirmation function
this also enables Dial Tone checking and Line in Use checking (for
shared PSTN lines).

Set to O to disable.

3 Enable visual verification If not set, any visual verification images received from this dialler will

for this dialler be ignored.

4 PSTN Call Confirmation Required for those diallers that support PSTN Call Confirmation. Sets

parameters main and backup PSTN number for the CLI receivers at the ARC and
also tells the ARC the CLI number it will see when this dialer calls in.

5 Enable as CLI receiver Special setting only ticked when this dialler is a CLI receiver at the
ARC.

6 Dialler remote access A set of commands that activate remote access functions for the

functions dialler, e.g. configuration over IP or access to alarm panel for
upload/download.
See Remote Management Functions section below for more detail.

7 Dialler information Only shown on the Polling Engine. Dialler IP and MAC addresses.
Note i the IP address is as seen by the Polling Engine and may be
the gateway IP address through which the dialler connects from a
private IP network. Only shown on Polling Engine.
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This menu allows set up of the alarm forwarding rules for the dialler.

See Alarm Forwarding section for more details.

o ©

(D

= |RIS Dialler Configuration
Selection\Tabs: General Trace |
FORWARDING
@ Incoming alarms are matched and forwarded to destingfions ( if any are set itwill overrjfle general alarm forwarding for this dialler)
\ Alarm Purpase Alarm Event Alarm Destination
Type/Presets: Protocols: Codes Station Main: Station Backup:
1 [none™ -] = |[None _|[Mone |
2 [None - =l ~|[Mone |[Mane | /
3 [None - B |[None =|[Mone &
4 |Nore = =l |[Nene = |[Mone El
5 |None [=] = |[Nane _~|[Nane Jhd |
6 [None = = - |[Nane = |[Mone Bl
7 |None [ = ~|[Nane _~|[Mone |
8 |None - =l _|[Nane ~|[None -
Auto-Database: Edit Menu: -
oumntity: T ] [ — @ Editdialler ¢ Editprofile - | APPY profile
Individual Dialler: Close Options
& w Close & Update Polling Engines Close (no update)
Item Purpose Description
1 Select preset alarm Presets are provided for ease of configuration.
types or custom alarm
type
2 Select alarm protocols For custom alarm setups allows alarm protocol to be
to route on selected, otherwise is predefined for the preset alarm
type.

3 Select alarm code(s) For custom alarm setups allows alarm protocol to be
selected, otherwise is predefined for the preset alarm
type.

4 Station main Sets main alarm station that alarm is to be forwarded to.

Station backup Sets backup station (if required) that alarm will be
forwarded to if link to main station is not available.
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5.6.4 Dialler Trace Window

CHIRON

On a Poling Engine this window allows events for the dialler to be extracted from

the Polling Engine log files.

ON
() —
()

& RIS Dialler Configuration,

Selection Tabs:
TRACE

Search over defined period:

\ StartDate: [1108/2007
End Date:  |1108/2007
> scawn Stop

Copy Trace To File Name
Copy

General

E9=1(eT)

Asvances | | _Forwting_|

Alarm messages sert ta ARC

/

Auto-Database
Quantity: |0 Add

Individual Dialler:

Save

Remove
Delete

Edit Menu

& Edit dialler © Edit profile Apply profile

= | to this dialler

Close Options:

Close & Update Polling Engines Clase (no update)

O

Iltem Purpose

Description

1 Select date range
2 Search controls
3 Trace copy controls (a

default file name will be

provided)
4 Events display
IRIManagement Suite

Technical Guide V1.B1

28/2/09

Page 25



5.7 Remote Station Configuration
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This window is used for defining the Remote Station setup for alarm forwarding

(see Alarm Forwarding section below).

=, |RIS Station Configuration

@ \ Details:
e Account { Name: | j
@ _——P IP Address:
Description: | 4_’//
period units
— Polling Interval: [ minutes =
/ Save Delete <+
@ 7
Close Options:

Close & Update Polling Engines Close (no update)

NS
@

Item Purpose Description

1 Station name As selected in Dialler alarm forwarding configuration
screen. Free text field.

2 IP address Public IP address of IRIS Polling Engine at Station

3 Polling Interval Site will be polled so any failure of connectivity can be
reported to ARC.

4 Description Free text field to store any information required (e.g.
contact numbers, address)

5 Save Save changes

6 Delete Delete this station.

7 Exit options Remember to Save first and Update Polling Engines if
the changes are to be put into effect.
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6 Polling and Alarm Transmission

The combination of the IRIS Management Suite and IRIS diallers provides a highly
resilient alarm communication system with multi-path communication options.

e Polling and alarm transmission over main and secondary paths (typically
IP/Ethernet and GPRS).

e Polling and alarm transmission to main and backup Polling Engine.

¢ Reporting of any communications failure or communications path problem to
the ARC.

Each Polling Engine handles both polling and alarm transmission over the IP
network.
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6.1 Main and Backup Polling Engines

It is recommended that a community of IRIS diallers (e.g. those installed with one
large multi-site customer or those within a geographic region) is provided with Main
and Backup Polling Engines. These can be operated either as:

e Load Sharing - 50% of the IRIS diallers use one as Main, and 50% use the
other as Main.

e Hot Standby i one Polling Engine acts as Main for all the diallers and the
other sits on standby.

Of the above, Load Sharing is recommended as under no-fault conditions it makes
best use of network resources and as both Polling Engines are in constant use it
gives the ARC operator assurance that both systems are fully operational.

There are two ways that IRIS diallers can be configured for operation with Main
and Backup Polling Engines:

e Determined by the configuration of the Alarm Panel by the installer i on the
Dialler Configuration windowonthel RI S Consol e, the opti o
selected for Main and Backup.

e Determined by the ARC 1 on the Dialler Configuration window on the IRIS
Console, the specific Polling Engines to be used for Main and Backup are

selected.
Polling:
IP Main: |PUIIing Engine Main j
IP Backup: |POIIing Engine Secondary j
period units
Interval: 10 seconds
IRIManagement Suite Page 28
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These two options operate in different ways:
Alarm Panel determined:

This is the default mode of operation. The IRIS dialler uses only one Polling
Engine for Polling and two Polling Engines for Alarm Transmission. Polling
Engine IP addresses are determined by the installer i see IRIS Dialler
Installation Guide.

For Polling, the Polling Engine used is determined by the IP address loaded
into the IRIS dialler by the installer.

For Alarm Transmission the Polling Engine used is determined by the IP
addresses loaded into the Alarm Panel. This operates in exactly the same
way as traditional PSTN communications. Depending on exactly what
facilities the Alarm panel supports this allows:

e Transmission of alarms to Main Polling Engine with fallback to
Backup if this transmission does not succeed.

e Transmission of alarms to both Main and Backup Polling Engines.
ARC determined:
This mode allows the ARC to override the settings put in by the installer.

Irrespective of the address loaded by the installer, for each poll the IRIS
dialler will try first the Main Polling Engine, and retry if the initial attempt
fails. It will then try the Backup Polling Engine. On the next poll this
procedure will be repeated, i.e. the polling will be restored to the Main as
soon as it recovers.

For each alarm call, irrespective of the addresses loaded into the panel by
the installer, the IRIS dialler will first try the Main Polling Engine and if this
fails will immediately try the Backup Polling Engine.

The Main and Backup addresses will be automatically loaded into the IRIS
dialler when it polls in. If they are subsequently changed by the ARC, the
new addresses will be loaded on the next poll.

Note that this facility allows the ARC to hide the Main and Backup IP

addresses from the 1 nsdmildgd .PAl Isipreg i EBrc
be set up, and it is the IP address of this Polling Engine that is given to the

installer. On the first poll, the dialler will be reconfigured with the actual Main

and Backup IP addresses, unknown to the installer.
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Caution 7 the ARC operator must take extra care that valid IP addresses
are loaded as if the IRIS dialler has the wrong IP addresses it will not be
possible to communicate with it and a site visit will be required. It is strongly
recommended that if the setup is changed it is tested on one easily
accessible IRIS dialler before being applied to the full community.
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6.2 Poll Overdue Detection

The Polling Engine expects each remote IRIS dialler to poll in at the time interval
specified within the database loaded from the Console. If a poll is not received, the
Polling Engine reports this as a Poll Overdue to the ARC.

Each IRIS dialler will first attempt to poll over Ethernet and if this is not successful
will attempt to poll over the backup communications path (GPRS).

When polls are again received, the Polling Engine reports a Poll OK to the ARC.
The ARC therefore only sees state changes and is not inundated with messages.

The Polling Engine makes allowance for the fact that a poll may be delayed, and
allows extra time margin over the polling period, before reporting overdue. This
extra margin allows for such things as transient network delays, longer delays if the
polling is over GPRS, or delays because the Polling Engine is a Backup for the
IRIS dialler which first times out while trying its Main Polling Engine.

The amount of margin can be set as a system wide parameter on the Console.

Poll Overdue Margins:
Fixed (when above or equal to threshold): 50 seconds

Threshold (for choosing fixed or %% margins): |5 seconds

Percentage (when below threshold): 200 %

The way this operates is as follows:
e For shorter polling periods, the margin is a proportion of the polling period.

e For longer polling periods, the margin is a fixed period, as a percentage
would give unnecessarily large overdue reporting times.

The threshold between these actions can also be changed. If the poll period is less
than the threshold, the percentage is used. If the poll period is greater or equal to
the threshold, the fixed time is used.

It is recommended that a typical setting for high security systems is a 60s poll with
margin of 100%. This means that any communications problem with the remote
alarm system will be reported in 120s, which is well within the 180s required with
the EN 50131 standards for the highest security grade (Grade 4).
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For lower security systems a longer polling time can be used.

By default, Polling Overdue and Polling Restore for each remote IRIS dialler are
only reported by the Polling Engine acting as Main for that dialler. Some ARC
systems cannot differentiate Polling Overdue or Polling OK messages seen on the
serial links from the Main and Backup Polling Engines and this mechanism
prevents potential confusion at the ARC in situations where, for example, there
was a transient network problem and the IRIS dialler failed to connect to Main and
so polled to the Backup.

In circumstances where there has been a major failure at the site where the Main
Polling Engine is located and no polls can get through, if the ARC wishes the
Secondary Polling Engine to report Polling Overdue and Polling OK, this can be
enabled by setting the Polling Accept option for that Polling Enginet o A Al |
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6.3 Background Checking of Secondary Paths

If required, an IRIS dialler can be set to check the background communications
path (typically GPRS) so that any failures of the backup path can be detected
before that path is required.

Typically this will be on a regular but infrequent basis (e.g. once per day).

The configuration of the dialler via the IRIS Console determines whether this
background checking is enabled:

Background Comms Checking:
period units

Regular Checking Interval: 1 days -
Retry Checking Interval: 10 ,WSL‘

The dialler will perform a poll on the path at the interval defined and if this fails will
continue to retry at the retry interval until communications is successful.

Failures will be reported to the ARC via the primary poling path.

Note T this feature is supported on Diallers Version 2.16 onwards.
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6.4 Grouping Polling Engines

In some cases it is desirable to be able to duplicate dialler account numbers so that
more than one dialler can use the same account number and yet each can be
uniquely identified by the IRIS System.

This could be, for example:

e For very large systems where the number of diallers installed is greater than
the number of account codes available.

e To support an existing estate of diallers where it is convenient to leave the
existing account numbers unchanged.

To support this facility, Polling Engines and diallers are assigned to a group. Up to
256 groups are allowed.

A group of Polling Engines would typically include a Main and Backup (or two load
sharing units) and will be given unique IP addresses when installed. To ensure that
a dialler connects to the correct group, the IP address set into the dialler on
installation must be one of the Polling Engines of that group.

This is exactly analogous with traditional PSTN systems where different groups of
diallers are given different telephone numbers to dial.

An example is shown in the diagram below.

Group numbering is set up via the IRIS Console, both in the Polling Engine
configuration window and the Dialler Configuration window.
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communICations

MAIN POLLING ENGINE MAIN POLLING ENGINE BACKUP POLLING ENGINE BACKUP POLLING ENGINE
GROUP 0 GROUP 1 GROUP 0 GROUP 1
IP xxx.yyy.zzz.1 IP xxx.yyy.zzz.2 IP aaa.bbb.ccc.1 IP aaa.bbb.ccc.2

ACCOUNT NUMBER 1973  ACCOUNT NUMBER 1973
SET TO POLL TO SET TO POLL TO
XXX.yyy.zzz.1 aaa.bbb.ccc.1

Example of Polling Engine Grouping
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6.5 PSTN Call Confirmation

Some special versions of IRIS Diallers are able to check the integrity of the PSTN
connection between the Dialler and the ARC. This is achieved without setting up a
PSTN call and incurring call charges.

This Call Confirmation is like a reduced form of polling, and it does not include the
polling security features or support for any information transfer between dialler and
ARC, e.g. status of other communications link, updating of parameters etc.

Call confirmationoperate s usi ng a speci al Il RI'S o6CLI Rec
connects to an ISDN Basic Rate line on one side and on the other side
communicates with the Polling Engine via IP.

The way this operates is as follows:

The CLI Receiver is set up as a normal dialler account on the Polling Engine
except that the O6PSTN Receiver6 check b

EX
Advanced Forwarding Trace

PSTN Call Confirmation:

Main Receiver Number: |

Backup Receiver Number: |

Dialler CLI Number: |

PSTN Receiver: I Enabie as receiver

The dialler is set up for PSTN call confirmation by setting the Main Receiver
Number (the number of the ISDN line connected to the CLI Receiver) and a
Backup Number, if required.

The PSTN line number at the dialler is entered in the Dialler CLI field.

CEX

Advanced | Forwarding | Trace |

PSTN Call Confirmation:

Main Receiver Number: |D1234557"58

Backup Receiver Number: |m 2345679

Dialler CLI Number: [01186765

PSTN Receiver: I En
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The dialler will call the main receiver number as part of its polling procedure, either
as the main poll as a fall back if polling over IP or GPRS is not possible, or as the
background poll check.

When the receiver picks up the call, the CLI will be used to identify which dialler it
is and ring tone will be returned to the dialler to inform it that the call confirmation
has been successful.

If the dialler does not detect ring tone it will retry in the same way that polling over
IP is retried.

If the CLI of the dialler is not recognised by the Polling Engine then ring tone will
not be returned.
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7 Main IP Link Failure Detection and Action

The Polling Engine has a mechanism to detect a failure of the IP link into which the
IRIS diallers poll. Failure is determined to have occurred when no polls have been
received within a timeout period.

The failure is reported to the ARC via the serial link and during the failure period
Poll status changes are not reported to the ARC.

This prevents 6floodingdé of the ARC with P
in failure.

When the IP Ilink is restored, the Polling
elapse before starting to report Poll status changes. This gives a period during
which all remote IRIS diallers can reconnect and the system can stabilise.

This mechanism is enabled by setting the Dialler Link Timeout and Soft Start
periods on the Console configuration menu. By default these are setto O, i.e. are
disabled.

Licence

Network Supervision:
DIALLER LINK:

= Timeout: 0
—— Soft Start: ID—

SYSTEM LINK:

-

When deciding what settings to use, the following should be considered:

e The Timeout period should be longer than the shortest poll period. This
prevents a false reporting of link failure, even when the system is handling
only a small number of remote diallers.

e The Timeout period should be less than the shortest Poll Overdue reporting
time (i.e. Poll period plus Overdue Margin). This means that Link Failure will
be reported before any Poll Overdue reports. Poll Overdue reports will then
be suspended until the link is restored.
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