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Chiron’s IRIS IP system acts as the interface between an intruder 

alarm panel, an IP network and the alarm monitoring centre. 

The IRIS management suite in conjunction with Chiron’s IRIS Touch 

IP diallers forms a complete monitoring system.

IRIS Management Suite

IRIS console

This module allows the monitoring centres to control and 

monitor the whole IRIS system. The console module can be 

sited within the main monitoring system or the polling engine 

FEP. The console contains all user information for polling, such 

as passwords, polling frequency etc. Software links are 

provided to monitoring centres main user database to prevent 

‘double keying’ of critical information.

IRIS polling engine 

The polling engine acts as an FEP/receiver to the monitoring 

centres only passing through valid alerts via a standard interface. 

An IRIS licence allows for multiple polling engines for load sharing 

and ‘hot standby’.

The IRIS IP system consists of two software modules which form the IRIS managment suite and the 
various options of IRIS touch dialler for the alarm panel connection. A single software licence for the IRIS 
management suite allows a complete system to be created and managed with multiple polling engines 
and ‘hot standby’ sites.

IRIS Touch Dialler

Acts as the interface between the alarm panel and the 

IP network and converts the analogue signals from the 

alarm panel and vice versa.

IRIS Touch 200 series

A stand-alone IP solution in an elegant consumer unit 

with a touch screen.

IRIS Touch 400 series

A touch screen unit designed to bring IP connectivity 

to existing control panels.

IRIS Touch 600 series

A cost effective unit with full IRIS Touch connectivity for 

fire panels and superior integration for specific 

manufacturer panels.



By allowing all alarm management, transmission and monitoring 
functions to be migrated away from dial-up communications to an IP 
network, the IRIS system unlocks significant cost savings for the user.

All communication with the remote devices is highly secure with 
authentication to protect against substitutions and encryption to 
protect against interception of alarm messages.

Scalability and reliability
By replicating the elements of the IRIS IP system as required, a 
system can be scaled from a single PC managing a few hundred 
remote devices to a large system with multiple IRIS polling engines 
managing many hundreds of thousands of remote devices and with 
‘hot standby’ facilities.

Depending on polling frequency and the bandwidth of the IP 
connection, a receiver/polling engine can manage over 10,000 
remote devices. As many polling engines as required can be set up, 
all managed from a single console and database.

For system resilience each remote device can be assigned a 
backup receiver/polling engine that it will contact in the event of 
failure to communicate with the primary unit. ‘Hot standby’ 
management console and database can also be set up to take over 
in the event of failure.

Standard interface to existing monitoring centre‘s computer
For operation with an existing monitoring centre’s computer, each 
receiver/polling engine can support a serial connection that emulates 
an industry standard PSTN alarm receiver. 

The standard interface allows the monitoring centres to rapidly 
integrate IP communications into their existing installation. The serial 
interface is used to report events from the remote alarm systems - 
alarm messages, polling and backup communications status changes.

It is also possible for the IRIS database to be linked to an existing 
monitoring centre’s database so that operators can key in new user 
details only once. 

Constant monitoring of remote devices
All remote devices are constantly monitored through the polling 
mechanism. This mechanism involves the remote device calling into 
the polling engine on a regular basis to prove that it is operational and 
the IP communications path is intact. As part of polling, the status of 
backup communications paths at the remote device is also reported.

In the event of a device failing to poll in or on the indication of a 
backup path failure, an alarm message is sent on the serial interface 
to the monitoring centres.

The polling frequency of each remote device is determined by the IRIS 
database from a period of 10 seconds for high security sites up to 7 
days for less sensitive installations. Devices can be set with differing 
polling periods if required.

It should be noted that as the IP calls are generated from the remote 
devices, the system does not need to know the physical IP 
address of that unit. This offers great flexibility as it means that the 
remote devices can use dynamic IP addressing and operate on a 
customer’s private IP network communicating through a gateway to
the IRIS IP system.

Security
All communications with the remote device is secured by a unique 
security key held by the IRIS IP system for each remote unit. 
This key is used to authenticate the remote device on each 
connection for polling and for alarm transmission to detect any 
attempted substitution.The key is also used for the encryption of the 
alarm message to prevent interception within the IP network.

Each transaction also incorporates a random element so that it is 
not possible to playback past transactions or to interpret the 
communications by observing repeated patterns.

A challenge-handshake technique is used so that the key itself is not 
transmitted as part of the security procedure. The key in the remote 
device can be updated from the IRIS IP system as often as required 
for enhanced system security.

Traceability
All activity on the system is logged in text files. A new log file is 
automatically created on a daily basis.

Ease of installation
The software is supplied with automatic installation tools and is very 
simple to set up.

Minimum recommended system parameters*
• Windows server
• 2.5 GHz Processor
• 512 Mb RAM
• 20 Gb Disk
• 1 Gbps IP network interface

PSTN receiver emulation
• Surguard MLR2
• Radionics D6600
• Transparent (for local printer connection)
• Serial interface baud rate 4800bps to 115200 bps

Polling
• Configurable polling interval (10s to 7 days)

Alarm protocols
• Fast format (Scancom)
• Contact ID
• SIA (to Level 3) protocols
• Robofon

Security
• Authentication using CHAP/MD5 algorithm
• Encryption using RC4 ciphering
• Key length up to 256 bits

Database
• Following held per remote device

Unit name (account number)
   Security key
   Polling interval
   Backup paths monitored (ISDN, PSTN, GSM)
   Main receiver/polling engine IP address
   Backup receiver/polling engine IP address
   Descriptive text
• Following held per receiver/polling engine

Unit name
   Unit rack number
   Serial port for monitoring centre connection
   Serial port speed
   Serial port protocol*Actual parameters required depend on number of remote devices supported, polling frequencies, and log file storage policy
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